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CYBER-RESILIENT STORAGE APPLIANCE
FROM SUPERMICRO AND SCALITY ARTESCA
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https://www.supermicro.com/solutions/Solution-Brief_Scality_Artesca.pdf
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Unbreakable cyber resiliency

Application-level resiliency
@ * Amazon 53 object locking immutability with configurable data

retention policies and compliance mode
* Veeam v 12 “Direct to object” backups and SOSAPI support, plus
automated enforcement of validated IAM access control policies

Network and data resiliency
@ « Secure HTTPS/TLS S3 termination, plus AES 256-bit data
encryption-at-rest

* Multi-factor authentication (MFA) for secure Ul logins, plus
automated firewall rules on deployment

Storage resiliency
@ » Distributed erasure coding renders data indecipherable to low-

level and data exfiltration attacks; metadata in secure repository
on intrinsically immutable object storage layer
* 1 to 6 servers for growth to 5 PB with dual-level data protection

Geographic replication resiliency
@ * Async replication to separate security and management domain

for “air-gapped” offsite storage
» Eliminates the “all data in one place” problem
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Core architecture-level resiliency

* Integrated, security-hardened Linux
operating system precludes root
access, reduces exposure to CVEs to
limit a wide range of attack threats

ARTESCA software stack on each server creates logical 53
storage cluster

AP & U management & monitoring over HTTPS

Choice of vendar for standard IF load balancers & network
switching (tested, deployved & supported with
loadbalancer.org & others)

ARTESCA UI
Applicatios
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e B8 16GB DIMMS, .+ 192GB DDR5-4800MHz

NVMe: 2 i# 800GB NVMe PCle 4.0

B & Bpagk12 B#FH 35 8TB 3 £

R R /O 2 (AIOM) ~ 23 10Gbps ~ 2x RJ45 - 2x SFP+ it £ %

f2/4-* % 2: Supermicro AS -2015CS-TNR-OTO-10

CPU: ¥ 37 4" Gen AMD EPYC™ 9254 s 5| 2T &
21348 16GB DIMMS, 4+ 192GB DDR5-4800MHz

NVMe: 2 & 1.6TB NVMe PCle 4.0

B F B EEL 12 BHIEHK 35+ 18TB 3 £

gpes 2 rt 0 o (AIOM) ~ 24 10Gbps + 2x RJ45 fr 2x SFP+ i 42 %

j#i4=* % 3: Supermicro AS -2015CS-TNR-OTO-11

CPU: H 3f 4" Gen AMD EPYC™ 9254 % 7| &2 %

&% 16GB DIMMS, 4.+ 192GB DDR5-4800MHz

NVMe: 2 i# 3.2TB NVMe PCle 4.0

B & Bagh 12 B#F4L 35+ 18TB 3 &

it i2FE /O it (AIOM) ~ 23% 10Gbps ~ 2x RJ45 {r 2x SFP+ if 42 %

—
=
START AS SMALL EXPAND TO ANY OPTIONAL:

AS A SINGLE SERVER CAPACITY AT ANY TIME REBALANCE DATA
» Kubernetes on VM or physical server * Grow one server at atime » Moves existing data to new
» Note: enterprise support on bare- * Add new capacity and go servers in background for

even utilization

metal reference architectures only
= Good for workloads that need

the 10 performance of the
ARTESCA entire system
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